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File #: 21-2804 Version: 1 Name: Deloitte & Touche LLP, Chicago, lllinois

Type: Contract (Technology) Status: Approved

File created: 4/16/2021 In control: Technology and Innovation Committee

On agenda: 5/13/2021 Final action: 6/24/2021

Title: PROPOSED CONTRACT (TECHNOLOGY)
Department(s): Bureau of Technology
Vendor: Deloitte & Touche LLP, Chicago, lllinois
Request: Authorization for the Chief Procurement Officer to enter into and execute contract
Good(s) or Service(s): Manage Security Services Provider
Contract Value: $4,407,912.00
Contract period: 6/30/2021 - 6/29/2025 two (2) two-year renewal options
Potential Fiscal Year Budget Impact: FY 2021-$473,741.00, FY 2022-$1,101,978.00, FY 2023-
$1,101,978.00, FY 2024-$1,101,978.00, FY 2025- $628,237.00
Accounts: 11900.1009.53653.540137 UASI 2019; 11900.1009.53759.540137 UASI 2020
Contract Number(s): 2045-18286
Concurrence(s):
The vendor has met the Minority- and Women-owned Business Enterprise Ordinance via direct
participation.
The Chief Procurement Officer concurs.
Summary: This MSSP contract will provide Cook County a comprehensive set of Monitoring and
Professional Security Services to enhance the cybersecurity posture on all critical information
technology both on site and cloud based. Without this service, Cook County would need to hire and
fully staff an onsite 24X7 security operation center that would require hiring, at a minimum, an
additional 21 full time government employees as well as build out the infrastructure to house and
provide this service. The cost in the first year alone could approach the full four-year cost of the
contract. The services provided through this agreement will support Bureau of Technology’s (“BOT”)
ability to provide services to all County agencies.
This contract will directly be replacing an expiring contract that has proven to be successful in
protecting critical Cook County information and IT resources during the life of the contract. This
contract was competitively bid and followed all Cook County procurement requirements as well as all
Federal acquisition requirements; the contract will potentially be funded with Urban Area Security
Initiative (UASI) Homeland Security Grant Program (HSGP) funding.
The selected vendor had significant expertise shown in their response that included 3 detailed
examples of successfully providing this service for other government organizations by both the Prime
Vendor and Vendor Partner on this proposal.
The selected Proposer, at a minimum, will provide the following objectives:
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Monitor of all ISO technologies that are within scope.

Manage most ISO technologies and afterhours management of the remaining ISO
technologies.

Provide Threat Intelligence Services for all ISO technologies.

Alert/Report all ISO technologies.

Develop support documentation and training for staff on process.

This contract is awarded through Request for Proposals (RFP) procedures in accordance with Cook
County Procurement Code. Deloitte was selected based on established evaluation criteria.

Sponsors:

Indexes: F. THOMAS LYNCH, Chief Information Officer, Bureau of Technology

Code sections:

Attachments:
Date Ver. Action By Action Result
6/24/2021 1 Board of Commissioners approve Pass
6/23/2021 1 Technology and Innovation recommend for approval Pass

Committee

5/13/2021 1 Board of Commissioners refer Pass

PROPOSED CONTRACT (TECHNOLOGY)

Department(s): Bureau of Technology

Vendor: Deloitte & Touche LLP, Chicago, Illinois

Request: Authorization for the Chief Procurement Officer to enter into and execute contract
Good(s) or Service(s): Manage Security Services Provider

Contract Value: $4,407,912.00

Contract period: 6/30/2021 - 6/29/2025 two (2) two-year renewal options

Potential Fiscal Year Budget Impact: FY 2021-$473,741.00, FY 2022-$1,101,978.00, FY 2023-$1,101,978.00, FY
2024-$1,101,978.00, FY 2025- $628,237.00

Accounts: 11900.1009.53653.540137 UASI 2019; 11900.1009.53759.540137 UASI 2020
Contract Number(s): 2045-18286

Concurrence(s):
The vendor has met the Minority- and Women-owned Business Enterprise Ordinance via direct participation.

The Chief Procurement Officer concurs.

Summary: This MSSP contract will provide Cook County a comprehensive set of Monitoring and Professional Security
Services to enhance the cybersecurity posture on all critical information technology both on site and cloud based. Without
this service, Cook County would need to hire and fully staff an onsite 24X7 security operation center that would require
hiring, at a minimum, an additional 21 full time government employees as well as build out the infrastructure to house
and provide this service. The cost in the first year alone could approach the full four-year cost of the contract. The
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services provided through this agreement will support Bureau of Technology’s (“BOT”) ability to provide services to all
County agencies.

This contract will directly be replacing an expiring contract that has proven to be successful in protecting critical Cook
County information and IT resources during the life of the contract. This contract was competitively bid and followed all
Cook County procurement requirements as well as all Federal acquisition requirements; the contract will potentially be
funded with Urban Area Security Initiative (UASI) Homeland Security Grant Program (HSGP) funding.

The selected vendor had significant expertise shown in their response that included 3 detailed examples of successfully
providing this service for other government organizations by both the Prime Vendor and Vendor Partner on this proposal.
The selected Proposer, at a minimum, will provide the following objectives:

e Monitor of all ISO technologies that are within scope.

e Manage most ISO technologies and afterhours management of the remaining ISO technologies.
e Provide Threat Intelligence Services for all ISO technologies.

e Alert/Report all ISO technologies.

e Develop support documentation and training for staff on process.

This contract is awarded through Request for Proposals (RFP) procedures in accordance with Cook County Procurement
Code. Deloitte was selected based on established evaluation criteria.
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