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File #:  Version: 214-2269 Name: Information Security, Compliance, and Incident
Response Services (SunGard Availability Services
LP)

Status:Type: Contract (Technology) Approved

File created: In control:3/24/2014 Technology and Innovation Committee

On agenda: Final action:4/9/2014 6/18/2014

Title: PROPOSED CONTRACT (TECHNOLOGY)

Department(s):   Bureau of Technology

Vendor:  SunGard Availability Services LP, Wayne, Pennsylvania

Request:  Authorization for the Chief Procurement Officer to enter into and execute.

Good(s) or Service(s):  Information Security, Compliance and Incident Response Services

Contract Value:  $1,364,123.00

Contract period:   7/1/2014 - 6/30/20185/1/2014 - 4/30/2018, with two (2) two-year extension options

Potential Fiscal Year Budget Impact:  FY2014 $171,659.00$228,443.00; FY2015: $340,704.00;
FY2016: $340,704.00; FY2017: $340,704.00; FY2018: $170,352.00$113,568.00

Accounts:  769-260 Account

Contract Number(s): 1350-12461

Concurrences:
The Vendor has met the Minority and Women Owned Business Enterprises Ordinance..

The Chief Procurement Officer Concurs

Summary:  In 2013, Cook County issued an RFP for Information Security, Compliance and Incident
Response services, which resulted in the contract that BOT now seeks authorization for the CPO to
execute.  Procuring the services of information security experts is a critical step to improving the
County’s information security practices, achieving compliance with applicable information security
regulations and best practices, and properly handling information security incidents.

Cook County provides services for approximately 5.3 million residents. Many of these services handle
sensitive information including social security numbers, credit card numbers, and personal health
information.  With the assistance of information security consulting experts, the County can enhance
its information security program by performing nationally recognized risk assessments, enhancing the
County’s information security framework, performing additional cyber security monitoring and testing,
and improving its incident response and forensic response capabilities.  In addition to the objectives
identified above, other desired outcomes include the protection personal information of County
residents and the mitigation of cyber-security risks.

Sponsors:

Indexes: (Inactive) MARY JO HORACE, Bureau of Technology
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Code sections:

Attachments:

Action ByDate Action ResultVer.

approveBoard of Commissioners6/18/2014 2

recommend for approval as amendedTechnology and Innovation
Committee

6/17/2014 1 Pass

referBoard of Commissioners4/9/2014 1 Pass

PROPOSED CONTRACT (TECHNOLOGY)

Department(s): Bureau of Technology

Vendor: SunGard Availability Services LP, Wayne, Pennsylvania

Request: Authorization for the Chief Procurement Officer to enter into and execute.

Good(s) or Service(s): Information Security, Compliance and Incident Response Services

Contract Value: $1,364,123.00

Contract period: 7/1/2014 - 6/30/20185/1/2014 - 4/30/2018, with two (2) two-year extension options

Potential Fiscal Year Budget Impact: FY2014 $171,659.00$228,443.00; FY2015: $340,704.00; FY2016: $340,704.00;
FY2017: $340,704.00; FY2018: $170,352.00$113,568.00

Accounts: 769-260 Account

Contract Number(s): 1350-12461

Concurrences:
The Vendor has met the Minority and Women Owned Business Enterprises Ordinance..

The Chief Procurement Officer Concurs

Summary: In 2013, Cook County issued an RFP for Information Security, Compliance and Incident Response services,
which resulted in the contract that BOT now seeks authorization for the CPO to execute. Procuring the services of
information security experts is a critical step to improving the County’s information security practices, achieving
compliance with applicable information security regulations and best practices, and properly handling information
security incidents.

Cook County provides services for approximately 5.3 million residents. Many of these services handle sensitive
information including social security numbers, credit card numbers, and personal health information. With the assistance
of information security consulting experts, the County can enhance its information security program by performing
nationally recognized risk assessments, enhancing the County’s information security framework, performing additional
cyber security monitoring and testing, and improving its incident response and forensic response capabilities. In addition
to the objectives identified above, other desired outcomes include the protection personal information of County residents
and the mitigation of cyber-security risks.
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